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Autonomous systems face numerous challenges in their operation due to the uncertain and dynamic
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increasingly utilize Deep Neural Networks for
multiple tasks (DNNs). Adversarial attacks are one o
of the most critical challenges for DNNs and AS.
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input as an existing class, new class, or
adversarial attack.
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These attacks can take various forms, such as data v o D. Denoising Layer: A denoising autoencoder Key Features
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* Unknown scenarios: DNNs are often trained in v . iomsion evaluates denoised images to determine if . Reduces Adversarial noise using advanced
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however, when a new object appears in which the
systems hasn’t been trained on, often It would be
misclassified. AS need to be able to detect and
handle unknown scenarios, failure to do so could
lead to catastrophic consequences.

based neural networks.
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If the AS is unable to manage unseen scenarios,

Results and Discussion
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Our proposed solution (UNICAD)
compared to others:
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Unseen class setting: UNICAD and
comparative methods trained on CIFAR-10
classes 0-8, leaving class 9 (trucks) unseen.
Performance Assessment Criteria:
Analysing the classification accuracy of
comparative methods in clean settings,
against FGSM, PGD, C&W attacks and
unseen scenarios. Accuracy measured on
the CIFAR-10 testing dataset and CIFAR-9
for unseen class detection.

Unseen Class Detection metric:
Detection(%) = (TP +TN) /(TP + FP + TN +
FN) x 100

Future work

Exploring Latent Space Similarities: Investigate the similarity of different classes in the latent

Real World it may lead to {atal outcomes.
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over 70% accuracy in adversarial attacks
(FGSM, PGD, C&W), comparable unseen
class detection to xClass.

UNICAD with DINOv2 FE: Enhanced
feature extraction leading to superior
performance, significant lower accuracy
drop in adversarial attacks, robust in
unseen class detection.

Performance Comparison: Demonstrates
robustness in adversarial attack scenarios,
effective in unseen class detection,
balanced approach to classification
accuracy and security against attacks.

space and its relevance, especially for closely related classes like trucks and automobiles.

Optimizing Denoising Layer: Work on optimizing the denoising layer to better adapt to a

variety of changing and evolving adversarial attacks.

Exploring Real-world scenarios: Test UNICAD on closer to real-world scenarios such as

simulations or more realistic datasets such as LARD dataset.
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